P-Card: Did You Know (Phishing Scams)

Did Yow Know.

Phishing is a type of scam tricking individuals into giving away sensitive
information to criminals.

A cardholder was recently targeted in a phishing scam. The cardholder received a
deceptive email from a person who posed as a college official requesting the purchase of
gift cards. These fraudulent emails often closely resemble genuine CSN email addresses
but may have slight variations. The impostor's goal was to obtain multiple gift cards.

If you encounter any suspicious communications, please reach out to us immediately for
verification. You can contact us at 702-651-4346 or via email at ask.p-card@csn.edu to
confirm the authenticity of such messages.

For tips to prevent you from falling prey to phishing schemes see OTS's web site
regarding cybersecurity https://www.csn.edu/ots-cybersecurity.
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